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Controls Placed On a File Server
The controls that could be placed on the server by the use of control management skills on the NIST templates are access control, physically securing the server, device encryption, keep the server is up to date, and it fully patched, use antivirus software, remove any unwanted software, and use of the auditing function.
In controlling the access of files, one should use the new technology file system, to control the access of some folders and files by specific individuals or groups. One can also decide to delete any file or folder that is confidential. In the control of physically securing the server, use a strong password to protect the basic input or output system (BIOS), and the boot leader. This will prevent any intruder from accessing the server.
In encrypting the device, one should use systems that will keep the device safe even in a case when the drive gets stolen. Use methods like the BitLocker, as it will assist in device encryption. Another control used is a fully patched and update the updated server. A windows server should be fully updated at all times, and this can be done using the Windows Server Update Services (WSUS). In using the antivirus software, make sure a to use a suitable file server on the file. In many situations, the enterprise products give the chance of updating the virus signature form a local update server. 
In the control measure of removing any unwanted software, it is crucial to get rid of any unwanted software from the windows server. Unwanted software is like Flash and Java. This unwanted software's increases the risk of a server from getting hacked as it is easy for hackers to gain access to the address. The last possible control method is by sung the auditing function. This function is essential as it helps one to see any unauthorized person who is attempting to read, write or delete any file or folder that is confidential. The function can be set up by choosing the Security tab and choosing the option Auditing tab and under Advanced.
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